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SCOPE OF DATA PROTECTION LAWS RELEVANT TO
CROSS-BORDER INVESTIGATIONS

1. What laws and regulations in your jurisdiction regulate the collection and processing of
personal data? Are there any aspects of those laws that have specific relevance to cross-
border investigations?

After many versions of a proposed data privacy law were circulated over the last several years, India
recently enacted the Digital Personal Data Protection Act 2023 (the DPDPA). Although notified in the
Official Gazette as 'law’, the DPDPA, as of September 2023, has not been officially implemented.
The relevant government department will notify the date of implementation of the DPDPA (different
dates may be appointed for different provisions) in due course - likely after the setting up of the Data
Protection Board, as many provisions of the DPDPA rely extensively on the setting up of the Board.

Once implemented, the DPDPA will regulate, among other things, the processing of 'digital
personal data in India. 'Processing’ itself is defined in a similar fashion as the General Data Protection
Regulation (6DPR] and subsumes ‘collection’ of personal data as well.)

The DPDPA defines data fiduciaries (that is, entities determining the purpose and means of
processing of personal data - akin to ‘data controllers’ under the GDPRJ; data processors [that is, enti-
ties processing personal data, including those on behalf of data fiduciaries) and data principals (that
is, individuals to whom the personal data relates to), and outlines their obligations, rights and duties.
Further, the DPDPA also provides the Indian government the power to regulate transfers of personal
data outside India, which is relevant for cross-border investigations.

A quick note on the pre-DPDPA laws: the DPDPA, upon implementation, seeks to replace the
Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data
or Information) Rules 2011 (SPDI Rules), which were framed under the Information Technology Act
2000 (IT Act) and served as the primary data privacy law in India up until now, albeit with very limited
scope. Until the implementation of the DPDPA, the SPDI Rules are likely to be applicable at least in
some capacity and thus continue to remain currently relevant.

In addition to the above, there also exist certain sector-specific laws in fields such as banking,
insurance, medicine or healthcare, and telecoms, which also regulate processing of certain types of
personal data. There are also subordinate rules and regulations framed under the IT Act (other than
SPDI Rules] relating to data protection or privacy in specific scenarios. These will continue to apply,
provided they do not conflict with the provision(s) of the DPDPA or are expressly repealed. If a sectoral
law provides for higher obligation(s) than the DPDPA, then the obligations under the specific sectoral
law may have to be met. These sectoral laws would similarly be relevant depending on the nature and/
or scope of a given cross-border investigation.

Apart from legislative mandates, Indian legal jurisprudence also provides additional safeguards that
could include personal data within their ambit. In what is now popularly known as the Puttaswamy
Judgment, the Supreme Court of India for the first time recognised the right to privacy as a funda-
mental right. While analysing the various facets of privacy and the allied issues it would impact, the
Puttaswamy Judgment engaged with the concept of ‘informational privacy” and acknowledged an
individual's right to "control the dissemination of personal information’. The Puttaswamy Judgment
became the basis for the enactment of the DPDPA but is also independently significant.

2. What other laws and regulations, besides data protection laws, may prevent data
sharing in the context of an investigation?

Apart from the DPDPA, various other regulations also impose obligations that could potentially impact
data sharing in the context of a cross-border investigation. This might include situations where data
subjects involved in an investigation, or the investigation itself, are in the realm of sectors such as
banking or fintech, telecom or digital health, etc.
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For instance, in the banking sector, the storage and transfer of financial data are separately regu-
lated. The Reserve Bank of India [RBI), India’s central bank and requlator, mandates that data related
to payments (such as customer information and identification numbers, account details, passwords
or transaction details) be stored on systems within India; for cross-border transactions, a ‘copy’ of the
domestic leg of the transaction may be stored overseas, which nonetheless means that the mandate
of storage in India still applies. In cases where payments are processed overseas, the RBl mandates
that data be deleted from foreign systems and ‘brought back’ to India within 24 hours. This can be
important in the context of a cross-border investigation because if an overseas regulator is involved
in the process, data sharing with that regulator requires RBI approval. Also, towards protecting ‘card
data’, the RBI also issued a circular mandating ‘tokenisation” of credit card and debit card informa-
tion of data subjects that would replace saving (collection] of actual card details and also mandated
purging of the actual card details.

Other sectoral examples include the Insurance Regulatory and Development Authority of India
(Third Party Administrators - Health Services) Regulations 2016 (IRDAI Regulations), which restrict
the sharing of policy and claims-related data and personal information; and cases where government
data is involved. The latter is especially relevant where an investigation involves Indian government
departments or a third party storing government data since such data is required to be stored in India
under the IRDAI Regulations.

3. What constitutes personal data for the purposes of data protection laws?

Under the DPDPA, a broad definition of ‘personal data’ has been provided to mean any data about an
individual who is identifiable by or in relation to such data. Data is also defined - and includes, among
other things, ‘representation of information, facts, concepts, opinions or instructions’, rendering the
overall scope of ‘personal’ data quite wide.

The DPDPA is applicable only to ‘digital’ personal data; while there is no further sub-categorisation
of 'digital’ personal data, the DPDPA delineates the scope of ‘digital’ to include personal data collected
in digital form or that collected in non-digital form and subsequently digitised. As such, non-digital or
non-digitised data continues to exist in a state of legislative limbo.

The DPDPA also defines the term ‘person’ whose definition includes an ‘individual’ among others,
including juristic persons. However, the use of ‘individual’ over the more generic defined term "person’
in the definition of personal data implies that it is applicable only to natural persons and not to juristic
or legal persons.

There are a few exemptions to the defined scope here: personal data that is made or caused to be
made available in the public domain by the data principal, or any other person under a legal obliga-
tion to do so, would fall outside the scope of ‘personal data’ or applicability of the DPDPA. Personal
data processed by an individual for personal or domestic purposes also falls outside the scope of
the DPDPA.

The relatively broad definition of personal data is a major point of difference when compared against
the earlier SPDI Rules, which distinguished between ‘personal information” and ‘sensitive personal
data or information (SPDI)" and accorded a higher emphasis on the protection of the latter. The subject
matter covered as SPDI under the SPDI Rules was thus exhaustive and comprised passwords; finan-
cial information (bank account and credit card details): health conditions and medical records: sexual
orientation; biometric information; and any other details relating to the preceding (unless such infor-
mation is freely available or accessible in the public domain]. If the cross-border investigations of the
near future pertain to SPDI, the SPDI Rules might still apply (depending on the date of implementation
of the DPDPA).
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4. What is the scope of application of data protection laws in your jurisdiction? What
activities trigger the application of data protection laws, to whom do they apply and what
is their territorial extent?

DPDPA applies to the processing of ‘digital’ personal data as mentioned previously. The term ‘processing’
has been defined to include all wholly or partly automated operations performed on personal data. It
includes collection, recording, organisation, storage, use, sharing, disclosure, dissemination, erasure,
etc. The application of the DPDPA may be triggered upon any operation performed on personal data
that falls within the definition of processing, or upon breach of any provision or compliance in rela-
tion to the same. The processing of personal data can be done by the data fiduciary and/or the data
processor (on behalf of the data fiduciary and under a valid contract only).

Non-digital, fully non-automated or offline processing of personal data is not covered by the DPDPA.

In terms of territorial extent, the DPDPA extends not just to the territory of India but may also apply
to processing of digital personal data outside the territory of India in some cases, for instance, if such
processing is in connection with any activity of offering goods and services to data principals within the
territory of India.

5. What are the principal requirements under data protection laws that are relevantin the
context of investigations?

As an umbrella provision, the DPDPA stipulates that processing of personal data can be done for (i) a
lawful purpose [which is defined as any purpose that is not expressly forbidden by law] for which the
data principal has given specific consent; or (ii] for certain ‘legitimate uses’ (this has been exhaus-
tively defined under the DPDPA - processing of personal data under these grounds do not require
consent]. Notably, the obligations under the DPDPA are applicable only to data fiduciaries and not to
data processors per se. The data fiduciary is in fact obligated to ensure data processor’s compliance
with DPDPA provisions. The nature/scope ('lawful purpose’ or applicability of exemptions - discussed
below) of the investigation might be relevant here from the point of cross-border investigations.

There are certain exemptions to the above umbrella provision. Principal requirements may thus vary
depending on the nature of the investigations (if the nature or conditions fall under the exemptions).
For instance, if the investigation relates to ‘enforcement of a legal right / claim’ or "of any offence or
contravention of law’, or for ascertaining ‘financial assets and liabilities” of a defaulter, then the only
obligation applicable is to adopt reasonable security safeguards to prevent breach of the personal data
processed (IS/ISO/IEC 27001 is an approved standard for reasonable security practices and procedure
under the SPDI Rules and may also be approved under the DPDPA separately).

In the same vein, the consent requirement will not be applicable in certain cases where personal
data is processed for the purposes of employment; in compliance with court orders (orders passed
under foreign law included - if they relate to claims of a contractual or civil nature); etc.

On the opposite side of the spectrum, there are some additional requirements (including a prohibi-
tion on tracking or behavioral monitoring) when the personal data being processed relates to children.

Other requirements under the DPDPA are in the form of obligations to be discharged by the data
fiduciary and include appointment of a person answerable (to the data principals) on behalf of the
data fiduciary, setting up grievance redressal mechanisms, reporting of personal data breaches
(including to data principals], maintaining accuracy of records (limited obligation); all of which are
possible scenarios in investigations. There could be additional [more stringent] obligations, including
appointing an India-based data protection officer and conducting periodic data protection assess-
ments, if the data fiduciary is a ‘significant data fiduciary’ notified by the government.

Another important consideration for cross-border investigations is the transfer of personal data.
There is no restriction on transferring personal data outside of India for the purposes of processing,
as long as other umbrella requirements are fulfilled. However, the DPDPA does grant the central
government the power to notify countries to which such transfer is prohibited. With cross-border
investigations going remote in the post-pandemic world, transfer obligations become especially
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relevant, since the initial collation and review of electronically stored information (ESI) such as emails
will invariably involve a transfer of data outside India.

6. Identify the data protection requirements relevant to a company carrying out an
internal investigation and to a party assisting with an investigation.

As mentioned above, primary obligations under the DPDPA are on the data fiduciary (and not the data
processor). To put it simply, the burden of compliance under the DPDPA will be on the entity that has
determined the purpose and means of processing of the personal data (likely the entity commissioning
the investigation). The DPDPA foresees the possibility of multiple data fiduciaries as well if we go by
the definition. The practicalities of discharging obligations with multiple data fiduciaries are yet to be
made clear.

On the other hand, "assisting” entities will likely all be data processors with no direct obligations
under the DPDPA; although obligations of data fiduciary under the DPDPA include ensuring compli-
ance by the data processor [which should, as such, be captured within the contract with the data
processors — again, something relevant for cross-border investigations). Applicable sectoral laws
might differ in this regard in that direct obligations could be incurred by data processors as well - but
this will depend on the specific facts or nature of the investigation.

RIGHTS OF INDIVIDUALS

7. Is the consent of the data subject mandatory for the processing of personal data as part
of an investigation?

Yes, the data principal or subject’s free, specific, informed, unconditional and unambiguous consent,
given through a clear affirmative action, is mandatory for the processing of personal data, and for
processing as part of an investigation. There are limited exceptions where data can be processed
without the subject’s prior consent (including that of an employee, for ‘'employment purposes’, among
other things - these are discussed later in this chapter).

Under the DPDPA, every request for consent made to the data principal shall be accompanied or
preceded by a ‘notice’ given by the data fiduciary. Through the notice, the data fiduciary shall inform
the data principal of the personal data being processed and the purpose for processing it; the manner
in which the data principal may exercise their rights and the manner in which the data principal may
make a complaint to the Data Protection Board.

8. If not mandatory, should consent still be considered when planning and carrying out an
investigation?

Although the data subject’'s consent is mandatory (barring for specific exemptions), this does not
always mean that consent must be separately sought when planning or carrying out an investigation.
The requirement of consent can be fulfilled even if such consent has already been provided through an
underlying contract (and meets the above stated qualifiers for specific consent and notice). This might
become relevant if the cross-border investigation relates to ‘retainers’ or ‘contractual’ hires or the
personal data processed is not for employment purposes.

DPDPA provides that the consent requirement is not mandatory in certain cases, including in case
of processing employee data for purposes of employment and implementation of a court order.
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9. 1s consent given by employees likely to be valid in an investigation carried out by their
employer?

As mentioned earlier, the DPDPA does not require consent in the case of processing employee data
if done for the purposes of employment or for safeguarding the employer from loss or liability. A few
examples in the DPDPA include prevention of corporate espionage, maintenance of confidentiality of
trade secrets and intellectual property, or provision of any service or benefit sought by a data principal
who is an employee.

10. How can consent be given by a data subject? Is it possible for data subjects to give
their consent to processing in advance?

The DPDPA requires specific consent through clear, affirmative action. Further, the request for consent
must be presented to the data principal in clear and plain language and should be accompanied or
preceded by a notice.

While it is possible for data principals to give specific consent to processing in advance, such
consent would only be valid till the time their data is being used for the specific purpose for which it
was collected. In theory, a company’s standard contract terms could include the possibility of the data
principal or subject’s personal data being used in the context of audits, investigations, etc, as long as
it conforms to the specific consent and notice requirements. As soon as the company’s use of a data
principal or subject’s personal data is exceeding the remit for which consent was initially obtained,
fresh consent for the applicable additional purposes would be required.

11. What rights do data subjects have to access or verify their personal data, or to
influence or resist the processing of their personal data, as part of an investigation?

Under the DPDPA, data principals or subjects have the right to access, correction and erasure of the
personal data provided by them.

Further, the DPDPA also gives the data principal the option to withdraw their consent; and this will
apply equally in the context of an investigation, particularly if the investigation concerns ‘retainers’ or
‘contractual’ hires or if the personal data processed is not for employment purposes. The withdrawal
of consent would not affect the legality of the processing of personal data prior to the withdrawal of
consent; the DPDPA also clarifies that the data principal is liable to bear the consequences of such
withdrawal of consent. If consent is withdrawn, the data fiduciary is under an obligation to cease
or cause to be ceased (within ‘reasonable time’] processing of personal data for which consent is
withdrawn.

EXTRACTION, LEGAL REVIEW AND ANALYSIS BY THIRD
PARTIES, INTERNATIONAL TRANSFER

12. Are there specific requirements to consider where third parties are appointed to
process personal data in connection with an investigation?

Under the DPDPA, the obligation to comply and ensure compliance by a data processor, is solely on
the data fiduciary.

Broadly, considering the direct obligation to comply is on the data fiduciary, while contracting with
any third party for assistance during an investigation, it is advisable to not just bind the consultant with
comprehensive data protection obligations, but to also make sure that the consultant in turn has robust
confidentiality and similar provisions in its agreements with its own employees and subcontractors.
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13. Is it permitted to share personal data with law firms or legal process outsourcing
firms for the purpose of providing legal advice?

Under current laws, there is no express provision on the kinds of entities personal data should or
shouldn’t be shared with. As such, data can be shared with law firms or legal process outsourcing
firms, provided the data transfer is compliant with the applicable regulations.

14. Are there any additional requirements, beyond those specified above, that regulate
the disclosure of data to third parties within your jurisdiction for the purpose of reviewing
the content of documents, etc?

Beyond what has already been mentioned in the preceding paragraphs, there are no additional require-
ments that regulate the disclosure of data to third parties for purposes such as external document
review under the existing laws.

15. What rules regulate the transfer of data held in your jurisdiction to a third party in
another country for the purpose of reviewing the content of documents, etc?

Under the DPDPA, transfer of data outside India (including for the purpose of reviewing the content of
documents] is permissible, provided it is not to a territory blacklisted by the Indian government (which
will be notified in due course). Additionally, other sector-specific regulations (which may have a higher
protection obligation such as local storage) may apply to such a transfer depending on the nature of
documents that are being sent abroad for review - the DPDPA recognises and upholds such higher
bar within other laws.

16. Are there specific exemptions, derogations or mechanisms to enable international
transfers of personal data in connection with investigations?

Apart from what has already been discussed, there are no other exemptions or specific mechanisms
that can automatically enable cross-border dataflow in the context of internal investigations under the
DPDPA. As before, depending on the specific scope and nature of the investigation, sectoral laws may
provide for separate mechanisms.

TRANSFER TO REGULATORS OR ENFORCEMENT
AUTHORITIES

17. Under what circumstances is the transfer of personal data to regulators or
enforcement authorities within your jurisdiction permissible?

The DPDPA does not have any specific ‘transfer’ or ‘disclosure’-related mandates in relation to data
regulators or enforcement authorities as such. Many exemptions throughout thr DPDPA, however, apply
to processing (including transfer or disclosure) of personal data by the state or its instrumentalities.
Forinstance, DPDPA permits processing of personal data by the government and its instrumentalities,
including regulators and enforcement authorities for fulfilling any obligation under any law subject to
certain conditions.

Separately, the DPDPA further empowers the central government to exempt the state instrumen-
talities from its provisions. This provision, which gives the central government the power to direct even
the Data Protection Board to furnish information, is being criticised as giving wide reaching powers
to the government and may see some change. The provision also expressly exempts the state or its
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instrumentalities from the requirement of erasure of personal data, including on request of the data
principal.

The DPDPA is silent on the manner in which government agencies can access personal data from
data fiduciaries for processing.

18. Under what circumstances is the transfer of personal data held within your
jurisdiction to regulators or enforcement authorities in another country permissible?

The DPDPA is silent on the transfer of data to foreign regulators or enforcement authorities. Further,
while a data protection authority (the Data Protection Board of India) is being set up under the DPDPA,
itis not immediately clear if and what role the board might play in such a transfer. It is likely that subor-
dinate rules and regulations that follow the DPDPA will shed some clarity on this issue.

Additionally, there are sector-specific regulations such as those governing payment data (which
falls under personal data) where the RBI's approval is required before data is shared with a foreign
regulator.

19. What are some recommended steps to take on receipt of a request from a regulator
for disclosure of personal data?

The first thing to do here would be to check whether the request is backed by any DPDPA provision
or other applicable law, and if so, if it calls for certain requirements like a court order for disclosure
of personal data. Additionally, it might be helpful for the entity receiving the request to assess if it
qualifies as an ‘intermediary” under the IT Act and whether there are any safe harbour provisions or
additional compliances that might affect disclosure requirements under applicable laws and regu-
lations. For example, the Information Technology (Intermediary Guidelines and Digital Media Ethics
Code) Rules 2021 mandate that an intermediary shall comply with an order from an authorised govern-
ment agency - for information for the purposes of identity verification, or for prevention, detection,
investigation or prosecution of offences under any law or for cybersecurity incidents — within 72 hours.
The CERT-In Directions also contain certain compliances with respect to data maintenance and its
potential disclosure to regulators in a time-bound manner - again, it is important to evaluate any
request from a regulator to verify if the request is intra vires, and to also be aware of the ways in which
the request - if ultra vires - can be challenged.

ENFORCEMENT AND SANCTIONS

20. What are the sanctions and penalties for non-compliance with data protection laws?

Until now, the sanctions and penalties in relation to personal data were governed by the IT Act, which
provided for imprisonment of up to three years and/or a fine of up to 500,000 rupees, depending on the
non-compliance.

Under the DPDPA, the penalty provisions have been significantly enhanced and now there is a possi-
bility of fines as high as up to 2.5 billion rupees being imposed in cases of failure to take reasonable
security safeguards. The determination of the penalty would be done by the Data Protection Board of
India based on factors such as nature, gravity and duration of breach; repetitive nature of breach, and
this decision can be challenged.
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RELEVANT MATERIALS

21. Provide a list of relevant materials, including any decisions or guidance of the data
protection authority in your jurisdiction regarding internal and external investigations,
and transfers to regulators or enforcement authorities within and outside your
jurisdiction.

Relevant materials that would be helpful in this context are as follows:
Digital Data Protection Act 2023;
CERT-In Directions;
Justice K.S Puttaswami & Anr. vs. Union of India, Writ Petition (Civil) No. 494 of 2012:
The Information Technology Act, 2000;
Information Technology (Reasonable security practices and procedures and sensitive personal data
or information) Rules, 2011;
Information Technology (Intermediary Guidelines and Digital Media Ethics Code] Rules, 2021:
RBI Circular on Storage of Payment System Data; and
Insurance Regulatory And Development Authority Of India (Third Party Administrators - Health
Services) Regulations, 2016.
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